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MOTIVATION
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All engineering approaches to achieving security must be accompanied by
methods of monitoring and quickly detecting any security compromises.
And then once problems are detected, technologies for taking

14.500.00 countermeasures and for repair and recovery must be in place as well. Part
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Interactive INDU Chart 55 --- Previous Glose of that process should be new forensics for finding and catching criminals
who commit cybercrime or cyberterrorism
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WHO IS THE CULPRIT?

B Tweeting and Retweeting
in Twitter Network
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B Spread of computer virus

— A dynamical process, e.g., rumor, virus, spreads on a
network

— SI (Susceptible-Infectious) model [Kermack & McKendrick'1927]
— Observe prior suspect set and infected nodes =

— Can we find the spreading source accurately and reliably?
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Motivation
:

Rumor Source Estimator

RUMOR SOURCE ESTIMATOR

Experiments

Maximum likelihood (ML) estimator
0 € argmaxP(Gy |v,T),
veEGN
where P(Gy | v, T) is the probability of observing Gy at time T
supposing that v is the rumor source.

= Most likely source is at the “center” of the network!
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ML ESTIMATOR FOR TREE GRAPHS
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SPECIAL OPTIMALITY CONDITION

oY

A line graph A star graph

Proposition 1: Leaf nodes are never the estimated rumor

source when N > 2.

Proposition 2: The estimated rumor source of 2-degree regular

tree is the node(s) in the middle of the line.

Proposition 3: The estimated rumor source of a star graph is

the internal node. [0 Sy
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DETECTION IN COMPLEX NETWORKS

Erdos-Renyi random graph

Actual Rumor

Source \

R Random-Graph Netorks

Average esror hop

50 100 150 200 250 300
Number of nads in the undeiying netwrks

Estimated Rumor
Source

FARTAR
61 ’ City University
of Hong Kong



Motivation Rumor Source Estimator

Experiments

Thank you!

cheewtan@cityu.edu.hk
http:/ /www.cs.cityu.edu.hk/~cheewtan
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